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1. HACHIOPT ®OHIA OIIEHOYHbBIX CPEACTB

1.1. O61acTh NPUMEHEHHA

®onpa omeHouHblx cpeactB (POC) — HeoThemieMas dYacTh pabouei
POrpamMMbl AUCHUIUTHHBI (MOyJist) OcHOBBI MH(DOpPMAIMOHHONW 0E€30TacHOCTH U
NpEeIHA3HAYEH JJIs1 KOHTPOJISI U OLIEHKH 00pa30BaTEIbHbIX JOCTUKEHUN CTYIEHTOB,
OCBOMBIIIMX TPOrPaMMy TUCHUTIIUHBI (MOTYJIs).

1.2. Hesaun u 3a1a4u (pOHIA OLIEHOYHBIX CPEACTB

Henp ®OC — ycTaHOBUTH COOTBETCTBHE YPOBHS MOJTOTOBKH 00YUalOIIEerocs
tpeboBanusiM PI'OC BO OakanaBpuar / coenuanurer / Marucrparypa 1o
HarnpasyieHu0 1oarotoBku 44.03.05 Ilemarornueckoe oOpa3zoBaHue (C ABYyMs
PO HIIMH OJATOTOBKH ), YTBEP>KICHHBIM MTPUKa30M MHUHHCTEpCTBA 00pa30oBaHUs
u Hayku Poccuiickoit @eneparuu ot 22 depans 2018 r. Nel25 (c usMeHeHUAMH U
JIOTIOJTHEHHSIMH ).

1.3. Ilepedyennb kommeTeHUUil, GopMHpPyeMbIX B Npoliecce OCBOEHHUSI
OCHOBHOI1 00pa30BaTe/IbHOI POrpaMMBbI
[Ipouecc ocBOEHUsT JUCUUIUIMHBI HAITPaBJIeH Ha (POPMUPOBAHUE CIIETYOLIUX

KOMHCTGHHI/Iﬁ N HHAUKATOPOB UX NOCTHUIKCHMA:

Koa mo ®I'oC BO ‘ NHaukaTop A0CTHKEHHUS
YHuUBEpcaIbHbIE

O6menpodeccuoHaabHbIe

OIIK-8.1. [IpumensieT MeTOABI aHATIHU3A
Ne1aroruyeckoi CUTyaluu,
npodeccuoHanbHOM pedIeKCH Ha OCHOBE
CHelHaIbHbIX HAYYHbIX 3HAHUH, B TOM YHUCIIe
B IIpeIMETHOM 00J1aCTH.

OIIK-8.2. IIpoekTHpy€eT U OCYLIECTBIISAET
y4eOHO-BOCTTUTATEBHBIN MPOIIECC C OMOPOH
Ha 3HaHUS NPeAMETHON 00JIACTH, ICUXO0JIOT0-
NeIarOrMYecKre 3HaHus 1 HayqHO-

OIIK-8. Crnocoben OCYILECTBIIATH | 00OCHOBaHHbIE 3aKOHOMEPHOCTH
HEJarorHYecKylo  AeATEIbHOCTh HAa OCHOBE | OpraHu3anuy o0pa3oBaTeNbHOTO Mpoliecca.
CTICIIMATbHBIX HAYYIHBIX 3HAHUN NOIIK 8.3. Biazneer anroputMamu U

TEXHOJIOTUSIMU OCYIIIECTBICHUS
poecCHOHANBEHOM MearoruyecKom
JIESITEIbHOCTH Ha OCHOBE CHEIMaIbHBIX
Hay4HbIX 3HaHUI; IPUEMaMHU
nejarornyeckon pedaekcun; HaBbIKaMu
pa3BUTHA y 00yYarOIIMXCS TO3HABATENbHOM
aKTUBHOCTH, CAMOCTOSITEJIBHOCTH,
MHUIUATUBBI, TBOPUECKUX CIIOCOOHOCTEH,
(bopMHpOBaHUS TPAKIAHCKOHN TO3UITUH,
CIIOCOOHOCTH K TPYAY U JKU3HU B YCIOBUAX
COBPEMEHHOT'0 MUPa, GOPMHUPOBAHUS Y




00y4aromuxcst KyJIbTypbl 3[0POBOTO
0e3omacHOro o0pasa KU3HH.

[TpodeccuonanbHbIe

1.4. Jranbl GopMHUPOBAHMA KOMIETEHUMIi M CPelICTBAa OLEHUBAHUS

YPOBHSI UX ¢)OPMHPOBAHHOCTH

Jrtansl popmupoBanus komnereHumii | Kommnerenuuu KoHTpo/1bHO-0LIeHOYHbIEe
cpeacTBa / ¢cnocod OneHMBAHUSA

Tema 1. OcHOBBI HHPOPMALIMOHHOM OIIK-8 Berinonnenue 1a00paTOPHBIX

0€3011aCHOCTH pabot

Tema 2. MeToibl pe3epBHOTO OIIK-8 Brinonnenune 1a00paTOPHBIX

KOIIUPOBAHUS JAHHBIX pabor

Tema 3. MeTo/pl ayTeHTH()HUKAIMN U OIIK-8 Brinonnenue n1abopaTOPHBIX

aBTOPU3AIUH pabot

Tema 4. AHanu3 u HacTpoiika OIIK-8 Brimonnenue 1a00paTOPHBIX

6e30I1aCHOCTH B ONEPaLMOHHbIX pabot

cuctemax cemeiicrea MS Windows

Tema 5. OcHOBBI KpHUIITOTpadUIECCKON OIIK-8 Brinosnnenue 1a00pPaTOPHBIX

3alUThl HH(GOPMAIHN pabor

Tema 6. KoMnbroTepHbIe BUPYCBHI OIIK-8 Beinonnenne 1a00paTOPHBIX
pabot

Tema 7. OcHoBel cereBoii Ge3omacuoctu | OIIK-8 Brinonnenue 1a00paTOPHBIX
pabot

Tema 8. OcHOBBI 3aXBaTa U aHAIU3a OIIK-8 Brinonnenue 1a00paTOPHBIX

Tpaduka pabor

Tema 9. [lepexsar Tpaduka OIIK-8 Brinonnenue 1a00paTOPHBIX
pabot

Tema 10. Ananu3 ceTeBbIX aTak OIIK-8 Beinosnnenune 1a00paTOPHBIX
pabot

Tekymias ATTeCTAIHS OIIK-8 KonTtponbHas padora

OIIK-8 OK3ameH

HpOME)KyTO‘-IHaﬂ aTrecranus

1.5. Onucanue nokasareseil GopMupoBaHUs KOMIIETEHIUH

Koa komnereHuu

Pe3yabTarhl chOpMHPOBAHHOCTH

OIIK-8. Crioco0eH ocyIecTBIATh
MEeIarOrMYeCKYI0 JIeSITeIbHOCTh Ha
OCHOBC CIICIUAJIbHBIX HAYYHBIX
3HaHUI

OIIK-8.1. [IpumeHsieT METO/Ibl aHAJIM3a MEeIaroruYeCcKon
cuTyaruu, npodeccuoHaIbHON pedeKCM Ha OCHOBE
CHEIMAbHBIX HAYYHBIX 3HAHUU,
MPeAMETHOM 00JIaCTH.

B TOM 4YHUCIC B




OIIK-8.2. IIpoekTupyeT M OCYILECTBIISIET Y4eOHO-
BOCIUTATEIbHBIA TPOIIECC € OMNOpOM Ha 3HAHUS
MpeIMeTHOW  00NacTH,  TCUXOJIOTO-TIeAarornYecKue
3HAHUSA M HAYYHO-OOOCHOBAHHBIE 3aKOHOMEPHOCTH
OpraHm3aIyi 00pa30BaTEIHHOTO MPOoIecca.

HNOIIK 8.3. Bnageer anropuTMaMu W TEXHOJIOTHUSMH
OCYIIECTBIICHUSI TMPO(ECCHOHAIBHON TMMeaarorudecKoi
JEesITeIbHOCTH Ha OCHOBE CIEIMAIbHBIX HAYYHbIX 3HAHHI;
MprUeMaMH TeAarorudeckoil  pediexkcuu; HaBBIKAMH
pa3BUTHA y 00y4JarolUXCsl TO3HABATEIbHOM aKTUBHOCTH,
CaMOCTOATENIHOCTH, WHUILIMATHUBBI, TBOPYECKUX
crocoOHoCTeH, (OpPMUPOBAHUS TPAKIAHCKON MO3UINH,
CIIOCOOHOCTH K TPyAy W OKU3HH B  YCIOBHSX
COBPEMEHHOr0 MHpa, (HOPMUPOBAHUA Yy OOYHAIOIIUXCS
KYJIBTYPBI 3I0POBOTO M O€30MacHOT0 00pa3a KU3HH.

1.6. Kputepun ouneHnBaHusl KOMIETEHIMH HA Ppa3HBIX IJTamax X
(popmupoBanus

Buj yueOHoii padoThl \ KosaunuyectBo 0a/1110B
9 cemectp / 15 Tpumectp

0P0 0-390 390
OdopmiieHre 0TYETOB TI0 JIAOOPATOPHBIM 30 6amioB 30 6amoB
paboTam
PaboTa Ha 1a00paTOPHBIX 3aHITUAX 30 6amioB 30 6amioB
BrinosiHEHUE TECTOBBIX 3aIaHUHI - -
BoinonHenue 3aganuii caMoCTOSTENIbHON 10 6amoB 10 6amnoB
paboThI
3aueTa 30 6amnoB 30 6amioB
Hroro 3a cemectp: 100 6amoB 100 6amioB
Bcero 100 GamnoB

HaxonureanHasa cucrema oneHuBanudg mo 100-6aipH0 mkaJie

Yerpipexoair- 100- BykBenHnas mkana, coorsercrsyromas 100- Cucrema
JbHasl cucTeMa |GaJIbHAS 0anIBHOI HIKaJIe OLlEHUBAHUS
OlleHUBAHUS KaJja 3ayeTa
IK3aMeHa
OTiimaHO 90-100 | A — OTIIUYHO — TEOPETUIECKOE COJICPIKAHUE Kypca

OCBOEHO MOJHOCTHIO0, 6€3 MpobeoB; HEOOX0IUMEBIE
MPAKTUIECKHE HABBIKKA PA0OTHI ¢ OCBOCHHBIM
MaTepuaioM chOPMUPOBAHBI; BCE
MpeyCMOTPEHHBIE IIPOTPaMMON 00yICHHUS
yueOHBIE 3a]JaHHsI BBIITOJIHEHBI, KAUECTBO UX
BBLITTOJTHEHUS OLIEHEHO YHUCIOM 0asaoB, OJU3KUM K
MaKCUMaJIbHOMY

Xoporiro 83-89 |B — oueHB XOPOIIO — TEOPETHIECKOE COJICPIKAHNE
Kypca OCBOEHO IMOJHOCTHIO, 0e3 mpo0esoB;
HE0OX0 UMbl TPAKTUUECKHUE HABBIKU PabOTHI C
OCBOCHHBIM MaTepUaJIOM B OCHOBHOM
c(OpMUPOBAHEL; BCE MPEIYCMOTPCHHBIE
MporpaMMoil 00ydeHus: yueOHbIe 3a1aHus
BBIIIOJTHEHBI, KAUYECTBO BBIMOJHEHHUS OOJIBIIMHCTBA




M3 HUX OLICHEHO YMCJIOM 0alllIoB, OJIU3KUM
K MaKCHMaJIbHOMY

Xoporo

75-82

C — X0po1I0 — TEOPETUYECKOE COAEPKaHUE Kypca
OCBOEHO ITOJIHOCTBIO; HEKOTOPBIE IPAKTUYECKUE
HaBBIKH PabOTHI ¢ OCBOCHHBIM MaTepHAIOM
c(OpMHPOBAHBI HEAOCTATOUHO; BCE
MPEyCMOTPEHHBIE TPOTPaMMOil 00ydeHuUs
yueOHbI€ 3aJaHHsl BBIIIOJIHEHBI, KAYeCTBO
BBIITOJIHEHUS HU OJIHOTO U3 HUX HE OLICHEHO
MUHHUMAJIbHBIM YUCIIOM 0aJllIOB, HEKOTOPBIE BH/IbI
3aJJaHUi BBINOJIHEHBI C OIINOKAMH

VYV nosnerBo-
PUTEIBHO

63-74

D — ynoBieTBOPHUTEIEHO — TEOPETUIECKOE
coJiepKaHue TUCIUILTIHBI OCBOCHO YaCTUYHO, HO
po0eITbl He HOCAT CYIIECTBEHHOTO XapaKTepa;
HE00XOIMMBIE IPAKTUYECKHE HABBIKU PaOOTHI

C OCBOCHHBIM MaTepHajiOM B OCHOBHOM
c(hOpMHUPOBAHBI; OOJBITUHCTBO
IPEAYCMOTPEHHBIX IIPOTPaMMOil 00yUueHuUs
y4eOHBIX 33aHUI BBIITOJHEHO, HEKOTOPHIE

U3 BBIOJIHEHHBIX 33/IaHUM, COJIEPKAT OMINOKH

YnosnerBo-
PUTEIBHO

50-62

E — mocpencTBeHHO — TeopeTHyecKoe
COJIepKaHUE Kypca OCBOCHO YaCTHUYHO;
HEKOTOPBIC MTPAKTUICCKIE HABBIKU PAOOTHI

He chopMUPOBaHBI, MHOTHE TPETYCMOTPEHHBIC
MpOrpaMMoil 00y4deHHs yueOHbIC 3a/1aHUs

HE BBITIOJTHECHBI JTMOO Ka4eCTBO BBHITIOJTHCHUS
HEKOTOPBIX U3 HUX OI[CHEHO YHCIIOM 0aJIJIOB,
OJIM3KUM K MUHUMAJIBHOMY

3auTeHo

Heynosnerso-
PUTENBHO

21-49

FX — Hey10BIETBOPUTENIBHO — TEOPETHUECKOE
CoJIep’KaHue Kypca OCBOEHO YaCTHYHO;
HE0OXOUMBbIE TPAKTUUYECKUE HAaBBIKU PaOOThI
He c(OpMUPOBAHBI; OOIBITHHCTBO
MIPEeyCMOTPEHHBIX POTrPAMMOI 00yUeHus
yueOHBIX 33JaHUH HE BBINOJIHEHO 00 Ka4yeCTBO
UX BBIIIOJIHEHUS OLIEHEHO YUCIIOM 0aJlIoB,
OJIU3KUM K MUHMMAaJIbHOMY; TIpU
JOTIOTHUTEIILHON CaMOCTOSATEILHON padoTe HalT
MaTEpUaJIOM Kypca BO3MOXHO MOBBILICHHE
KauecTBa BBIINOJIHEHUS yUeOHbBIX 3a1aHU

Heynosnerso-
PHUTEIBHO

0-20

F — Hey10BIETBOPUTENIEHO — TEOPETHUECKOE
coJiep’KaHue Kypca He OCBOEHO; He0OX0IUMbIe
MIPAKTUYECKHE HABBIKU PAOOTHI

He c(hOPMUPOBAHBI; BCE BHIMOJTHEHHBIC YICOHBIC
3aJlaHusl COJIEpKaT rpyObIie OMUOKH,
JIOTIOJTHUTENIbHASI CAMOCTOSATEIbHAs paboTa Hajl
MaTepuaIoM Kypca He IPUBEAET K KaKOMY-JIH00
3HAYMMOMY TTOBBIIICHUIO KaYECTBA BHITIOJIHCHHS

y4eOHBIX 3aaHUI

He 3aureno




2. KOHTPOJIBHO-OLEHOYHBIE CPEJCTBA

2.1. OueHoYHbIE CPeACTBA TEKYIEr0 KOHTPOJIA (THIIOBbIE)

Bormpocsl f1st TeKy111ero KOHTPOJIA:

HazoBute 6a3oBbie MOHATUS HHOOPMAITMOHHONW O€30MACHOCTH.

Omnpenenure OCHOBHBIEC BUJIBI YTPO3 HHPOPMALIUOHHBIM PECypcam.

[Tosicaute cyth MmeToponorun STRIDE?

Kaxkue u3 yrpo3 no merogosorun STRIDE npencTtaBiastoT HanOoJIbIIyIO

OMacHOCThH?

[TosicauTe MeTonuky oueHkn puckoB DREAD?

[TosicHuTE TEPMHH 3KCIUIOUT?

B ueMm oTiinums mexay merogukamu DREAD u OCTAVE?

[TosicuuTe CcyTh TepMUHA KOH(MUICHIIMATBHOCTh, MPUBEIUTE MPUMEPHI

KOH(DUICHIIUATEHON HH(POPMAIIUH.

9. bbun nosy4eHsl 1Be OLEHKU O€301MaCHOCTH UH(POPMALIMOHHON CHCTEMBI:
nepBas -- Ha OCHOBaHUHM OIpPOCa OYEHb OOJBIIOrO 4YHCcia OOBIYHBIX
NOJIb30BATENIC, BTOpas -- HAa OCHOBAaHUM MHEHHS Y3KOro Kpyra
sKkcrepToB. Kakast U3 o1eHOK Ha Balll B3I O0JIee TOUHas.

10.[1puBeauTe MpUMEpPHl CaHKIIMOHUPOBAHHOTO M HECAHKIIMOHUPOBAHHOTO
J0CTyIA.

11.MoXHO 1M cuuTaTh YCTaHOBKY aHTuBUpyca Ha IIK kommiekcHoi
3ammroun MC?

12.Kakast ©3 METOA0JIOTHI aHamn3a HHPOPMAITMOHHBIX YTPO3 HA BaIll B3TJISI
6osee rappexkTuBHA?

13.Ha30BuTE METOMBI C3KaTHsI JAHHBIX KOTOPHIC BBl 3HAETE.

14.OnummTe OCHOBHYIO Ujeko anroputma Xaddmana.

15.00bsicHUTE pa3HUILy MEXKTYy CKaTUEM U apXUBaIUEH.

16.Kakum 00pa3oM UCIHOJIb30BAaHUE APXUBOB CBA3aHO C 0€30MacHOCTHIO
uHbopmarmn?

17.B kakux ciyyasx I1enecooOpa3Ho, a B KOTOPBHIX HEIeIecoo0pa3Ho
HCII0JIb30BaHHE apXHUBOB?

18.Moryt apxuBel ¢opmata ZIP cogepxkatb uHGOpMALMIO IS
BOCCTAHOBJICHUS ?

19.1TokaxuTe, KaKUM 00pa30M MOXHO 3a0JIOKUPOBATh apXUB, YTO O3HAYACT
naHHast QyHKIMs?

20.0numuTe  OOIIyH0 MOCJEIOBATEIBHOCTh JEWCTBUN  JIJIE  3alUTHI
uH(pOpMaIUHU TIPU CO3/IAHUU apXHBa.

21.HazoBuTte ocHOBHBIE TexHOJOTHH RAID.

22.Ha30BUTE OCHOBHBIE METO/IbI JyOJIUPOBaHUS UH(DOPMALIUH.

23.0nuimTe TpenuMyIecTBa U HeJJOCTaTKU Pa3IndHbIX ypoBHEH RAID.

24 Kax Ha3bIBaeTCi B COOTBETCTBHHM C TPOIEAYpPOH IyOIupoBaHUsS
pa3IMyarOT METOJ, KOTOPBIM MpeAnoaaract co3gaHue yosen
onpeneneHHbIX GhanaoB?

25.Yposenb RAID B koTOpOoM npeamnonaraercst moouepeIHoe UCIIOIb30BaHUE
IIEJIOCTHOCTH U JOCTYITHOCTH MH(GOPMAIINH TIPU CTUXUUHBIX OCJCTBUAX U
KPYIHBIX aBapUsAX HA3bIBACTCH. ..

Hwn e

NGO



26.B yem 0cOOEHHOCTH AUCKPEITMOHHON MOTUTHKH Oe3omacHocTr? B kakux
ClIlyyasix €€ MCIIOJIb30BaHHE HellenecooOpa3Ho?

27.0numure MpeuMyIlIecTBA W HEJOCTATKA MAHJATHOW  TOJMTHUKH
0€30MMacHOCTH.

28.B kakux ciay4asx MpUMEHsIeTCs acCUBHAs ayTeHTUuKanus?

29.HazoBuTe aBa OCHOBHBIX TMOJAXOAa TMPHU CO3JaHUM HaOopa NpaB H
IIPUBUJIETUH T10JIb30BATEIICH.

30.KTo ynpaBinser pa3peiieHusIMH Ha JIOCTYTI K pa3zesiaM peecTpa v mouemy?

31.Kakue u3 00bEKTOB MOTYT HACJIeIOBaTh pa3pellieHus] Ha IOCTYI K HUM U
OT KOro?

32./Ins yero mpegHa3HAYEHbl MapaMmeTpbl CO3/laBa€MOM YYETHOW 3arucu
NOJIb30BATEIIS?

33.B uem pa3zHuIa MeX1y OTKIIIOUEHUEM U OJIOKUPOBKOM y4eTHOM 3anucu?

34.B yem menecooOpa3HOCTh pa3OMeHusi MHOXKECTBA IMOJb30BaTeNield Ha
IPYIIbI?

35.Kak HazHayaroTCsl mMpaBa IMOJB30BATENSIM U TPYMIaM B 3aIIMIIEHHBIX
BEpCUsIX onepaunoHHou cuctembl Windows?

36.Kakue TpeboBaHUs MO CIONKHOCTH MOTYT HPEIbSIBISATHCS K MapojsM B
onepaunoHHoi cucreme Windows?

37.Yto Takoe Kpumnrorpagus U KaKOBbl €€ OCHOBHBIC L€ B KOHTEKCTE
3a1UThl UHOpMaALUU?

38.Kakue OCHOBHBIE METOJbl KPUITOTrpaguM CYIIECTBYIOT U Kak OHH
KJIaCCUPHUIUPYIOTCS?

39.Uto mpencraBnser coboil mubpoBaHWE U KaKUe BHIBI MUGPOBAHUS
CYIIECTBYIOT?

40.Kakum oOpazoMm paboTaeT CUMMETPUYHOE MU(]poBaHUE, U KaKHe
MPUMEPHI aNTOPUTMOB MCTIOIB3YIOTCS B 3TOM THITE MIH(pPOBaHUs?

41.YTo0 Takoe acCUMMETpUYHOE MU(PPOBAHUE U B YEM 3AKIFOYAECTCS TPUHLIMIT
MCIIOJIb30BaHUsI OTKPBITOTO U 3aKPHITOTO KIFOYE?

42.Kakue 0oCHOBHBIC IPUHIIUITBI paOOTHI KpUNTOTpapuuecKux Xemnr-QyHKIii
Y B YEM UX NIPUMEHEHUE?

43.YT0 mpeacTaBistoT co00i MUQPOBHIC MOAMKMCH M KaK OHH 00SCIICYHBAIOT
ayTeHTU(UKALIMIO U IEIOCTHOCTh JAHHBIX?

44 Kak paboraer mporokosn obmena xmodamu Diffie-Hellman, u kak on
oOecrieunBaeT O€30MacHbIi 0OMEH KitouaMu Jyisl mudpoBanus?

45Yrto Takoe artaka mocepenuHe (man-in-the-middle) u xakume MeTobI
MPUMEHSIOTCS JIJIs €€ MPeI0TBpalleHs B Kpunrorpapuu?

46.Kakue npuHIMMBI JIe)KaT B OCHOBE aTakd Ha MIM(P C UCHOIH30BAHUEM
no10opa KJro4a U Kak 3TOMY MOKHO MPOTUBOCTOSITH?

47.YT1o Takoe CTOMKOCTh KPUNTOCUCTEMBI U MOYEMY ATO BaXKHBIM ACTIEKT B
obecrnieueHuu kpunrorpaduueckoit 6ezonacHocTu?

48.Kakum 00pa3oM peanu3yeTrcsi 3alluTa OT aTakud MO0 BpeMeHu (timing
attack) B kpunrorpaguun?

49.Kakue CylecTBYIOT METOJbl KpuUnTorpaduyeckoro ayTeHTU(PUKAIMN U
KaK OHU MMPUMEHSIOTCS B CUCTEMAaX 0€30MacHOCTH?



50.Yto Takoe kpumnrTorpaduueckas colb U KaK OHa MOBBIIIAET CTONKOCTD
XEIIUPOBAHUS MapoJIiei?

51.Kakum oOpazom Kpunrorpadgus HCHOJIb3yeTCAd i O00eCIeUeHUs
KOH()MICHIIMATEHOCTH TAHHBIX B CETH?

52.Yto Takoe OMOMETpPHUYECKHE METOJbl AayTEHTH(PHUKAIUU M KaKk OHH
COYETAIOTCS ¢ KpunTorpadueii?

53.Kak  mmdpoBanue KoHeuHbiXx Touek (end-to-end  encryption)
oOecrieunBaeT KOH(MUIECHIMATLHOCTh JAaHHBIX B KOMMYHUKAIMOHHBIX
MPUITOKEHUSX ?

54.KakuMm o0pa3oM paboTaeT KBaHTOBas KpunTorpadus U B YeM 3aKI0UACTCS
€€ CTOMKOCTh K aTakaM KBaHTOBBIX KOMITbIOTEPOB?

55.Ut0 Takoe kpunrTorpapuyeckue MpOTOKOJbl U KaK OHU MPUMEHSIOTCS B
obecrieueHnr O€30MaCHON KOMMYHHKAITUN?

56.Kakwne BbI30BbI BOSHHKAIOT MPH UCTIOJIB30BaHIH KpUTITOTpadun B 00J1acTH
unrepHera Benieit (IoT)?

57.Kakum 00pa3om kpunrorpadus UCIOIB3YETCS B CUCTEMAaX AJIEKTPOHHOM
MOJIITMCH JJIs1 00ECTICUEHHs JJOBEPHS K DJIIEKTPOHHBIM JTOKyMEHTaM?

58.Kak mpoucxoaut obecrieueHrne 6€30MacHOCTH B OJTIOKYEHH-TEXHOJIOTHSX C
HCIIOJIb30BaHUEM Kpunrtorpadun?

59.Kakue metoapl Kpuntorpaduu NPUMEHSIIOTCS JJI 3alUTH HH(pOpMaIUu
Ha ypoBHE (HalIoB U TUCKOB?

60.Yto Takoe kpumnrorpaduueckue aTakd C HUCIOJIb30BAHUEM KAaHAJIOB
oOpatHoit croponsl (side-channel attacks) n kak UM IPOTUBOCTOSITH?

61.Kakum oOpazom oOecneunBaercss 0€30MACHOCTh KpUNTOrpaduyecKux
KJIFOUEH ¥ UX XpaHeHue?

62.Kakue craHmapThl U aqropuTMbI MUQPPOBAHUS MIHUPOKO MPUMEHSIOTCS B
COBpPEMEHHOU Kpuntorpaguu?

63.Yto mpencTaBistoT coboi kpunrorpadpudeckue mpotokossl TLS u SSL, u
KaK OHU 00€eCIIeYrBalOT O€30MaCHOCTh B UHTEpHETE?

64.Kakum 00pa3oM TEXHOJOTHS KBaHTOBOro Kiroda (quantum key
distribution) o6ecnieunBaeT Oe30MacHbI OOMEH KIH0YaMu?

65.UT0 Takoe kpunrorpadhuIecKuii MPUHIIUAI HYJIEBOTO T0BepHs (zero-trust)
M KaK OH MIPUMEHSETCS B COBPEMEHHBIX CHCTeMax Oe30macHoCTU?

66.Uto mnpencTaBisOT CcOOOW KOMIBIOTEPHBIE BHUPYChHI W KakK OHHU
pazIuYaroTcs OT Ipyrux GopM BPETOHOCHBIX MporpaMm?

67.Kakum 00pa3oM KOMITBIOTEPHBIC BHPYCHI PACHPOCTPAHSIOTCS W KaKUe
METO/IbI 3aIIUTHI MOTYT MPEAOTBPATUTD UX Tepenady?

68.Uto Takoe TpOSHCKHE MPOrpamMMbl M KaKWe OCHOBHBIC 1€ OHH MOTYT
MPECIIeIOBATh B KOHTEKCTE KOMIBIOTEPHBIX BUPYCOB?

69.Kakne BUABI MMOBPEXKICHUI MOTYT BBI3bIBATh KOMITBIOTEPHBIC BUPYCHI U
KaK OHU MOTYT BO3JICHICTBOBATh HA pa0OTy KOMITBIOTEPHOMN CHCTEMBI?

70.Yto mpeacTaBisitoT coOON YepBH (WOrms) M B UeM 3aKIIOYAETCA HX
OCHOBHOE OTJINYHME OT OOBIYHBIX BUPYCOB?

2.2. OueHoYHBbIE CPeACTBA ISl MPOMEKYTOUHON aTTeCTAlMU

Bonpocs! miis npoBeaeHns aTrecTauuu
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19.
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28.
29.

30.
31.

32.
33.
34.
35.

36.

Kakue ocHoBHbie (yHKIMU Opanamayspa? CrmocoObl BKIIOYEHUS H
BBIKJTIOUEHUS OpaHaMayspa.

Kak 3amyctuths OpaHaMaysp B peXHME TMOBBIIIEHHOW 0€30MacHOCTH C
MOMOIIIBI0 KOMaHHOM CTPOKHU?

Kak co3math HOBOE MTpaBWIO IS UCXOIANIUX WU BXOJSAIIUX
MOAKITFOUCHUI?

Kak oTKpbITh WM 3aKPBITH MOPT C MOMOIIIBIO OpaHaMayspa?

Kak pazpemuts npou3BOIbHOM MporpaMmme JOCTYI K CETH € TTOMOUIBIO
Opanamayaspa?

Kaxkoit u3 ctanaapTHBIX poduiiei 10KeH ObITh Hau0oJIee 3aluIleH ?
Kak ObICTpO OTKPBITH MMaHEINb YIPABICHUS?

Kak ObicTpo 3anmyctutrh OpaHaMaydp B PEKHUME TMOBBIIICHHOM
oe3omnacHocTU?

. Uto nenaer komaHza services.msc?

. Kak 3anyctuts yrunuty cmd B pexume aaMuHUCTpaTopa’?

. Kak OTKpBITh OKHO JIOKaJIbHBIX MOJIMTHK 0€301aCHOCTH?

. 3a4eM MPOBEPSITh CUCTEMHbIE (PAMITBI?

. Kakum 06pazoM MOKHO TpoBEpUTH IU(PPOBYIO MOANUCH (HaityioB?

. Kak otkpeITh peectp Windows?

. IlpuBenuTe OCHOBHBIE KOMaH/1bl 000J10uKH cmd.

. Kakue wn3 yrunur cuctembl Windows HENOCPEICTBEHHO CBS3aHbI C

6e30macHOCThIO HHGOpMAITUH?

HazoBute OCHAacTKH, UCHOJb3yeMble ISl HACTPOWKH MapameTpoB
0€30I1aCHOCTH.

Ha3zoBute OCHOBHBIE CMOCOOBI  3amycKa JIOKAJbHBIX  MOJUTHUK
0€30I1aCHOCTH.

HazoBuTe 11 00BACHUT YPOBHE TPYITIOBBIX MMOJTUTHUK.

HazoBuTe mopsaok MpUMEHEHHSI TPYTITOBBIX MOJUTHK.

Kak 3amyCTuTh KOHCOJIb yIIpaBiIeHUs?

Kak 1006aBUTH HOBYIO OCHACTKY B KOHCOJIb YIIPABJICHUS?

OOBsICHUTE OCHOBHBIC MOJUTUKHU TTAPOJICH.

OOBsACHUTE TEPMUH TPYIIIOBAs OJUTHKA.

Kaxkue BUIbI TPYMIIOBBIX U TOKAJIBHBIX MOJIUTUK BbI 3HAETE?

HazoBute Tpu ciocoba 3amycka pejakTopa rpynnoBbIX MOJUTHUK.
OO0bsicHuTe MapaMeTpsl y3ia [lapameTpsl 6€30macHOCTH.

Jlnst 4yero mpeaHa3HAYEHBI TOJUTHUKHA AayJauTa, KAaK HACTPOUTHh ITH
MOJUTUKU?

Kaxkue coObITHst BO3MOXKHO (PUKCUPOBATH C TIOMOIIIBIO TTOJIMTHK ayIuTa’?
Kakum oOpazoMm ayaut MOXKeT OBITh HCIOJIb30BaH [Jisi TOBBINICHUS
0€30MacHOCTH CUCTEMBI?

OObsicHUTE HA3HAYEHUE OCHOBHBIX MOJUTHK ayAHTA.

JlaiiTe onpezenenye NOHATUA adioHa O€30MacHOCTH.

Kakue npeumyiiecTsa JaeT UCHOJIb30BaHKe 111a0JI0HOB 0€30MaCHOCTH?
Kakue u3 cnyx0 mo BamieMy MHEHHUIO CJEAyeT BBIKIIOUHUTH IS
MOBBIIIEHUS 0€30MaCHOCTH?

Kakue nHCTpyMEHTHI ONEepallMOHHON CUCTEMBI CIeIyeT OJIOKUPOBATH IS
OOBIYHOTO TTOJTH30BATENS?
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59.
60.

61.

62.

63.

64.

Kakne monmuTuKd MOXKHO HACTpaWBaTh C TIOMOIIBIO I1a0JOHOB
0e3onacHoCTH?

Kak BBl cuurTaere, Kakue mapaMeTpbl CIEAyeT YCTaHABIMBATH U
TPYNNOBBIE  TMOJUTUKM  HACTpauBaThb TMpPU  CO3JIaHUM  11a0JI0OHA
0€30MacHOCTH.

Kakoe oOcCHOBHOE Ha3HaueHHWE OCHACTKM AHaiu3 0e30MacHOCTH
KOMIIbIOTEpa?

B03MOKHO JI1 OTKPBITh OCHACTKY AHaIN3 0€30MaCHOCTH

KOMITBIOTEPA C TOMOIIBIO MTAHEIH YIIPABICHUS?

Kakum o6pa3om m00aBistoTcss MIA0JIOHBI 0€30MacHOCTH K OCHACTKE
AHam3 6€301MaCHOCTH KOMITbIoTepa?

N3meHstoTCsl HACTPOMKY KOMITbIOTEPA MPHU MIPOBEICHUM aHaIn3a?
OOBsiCHUTE, YTO O3HAYAIOT OTMETKH Y HA3BaHUM MOJUTHUK MOCIE
MPOBEJICHUS aHAJIHN3A.

OO0BsicCHUTE KOMaH/Ibl KOHTEKCTHOTO MEHIO y371a AHAIU3 U

HacTpoiika 0€30MacHOCTH.

MoxHO JI1 MEHSITh IA0JI0H 0€30MaCHOCTH HEMOCPEACTBEHHO B OCHACTKE
AHayin3 6€30MacHOCTH KOMITbIoTepa?

Kaxkast orMeTKa OyieT roka3zaHa y Ha3BaHUs MOJUTUKHU TIOCJIE aHAJIU3a 110
mabsioHy 0e30MacHOCTH, €CIIM JIaHHAsl TOJIMTUKA HE CYIIECTBYET Ha
KOMIIbIOTEpE?

Kaxkoe ocHoBHOe HazHaueHue cpenctsa AppLocker?

Kakue 3amaun MoxxHO pemats ¢ momoisio AppLocker?

Kakue ciayxObl MO/DKHBI paboTaTh IS TOTO, YTOOBI HMCIOJIB30BATh
npasuia AppLocker?

OObsicHUTE, KaKue MIard HY>KHO ClIeaTh JUIsl CO3JJaHusl HOBOTO TIpaBuia
B AppLocker.

Kakue cpencrBa omnepanMOHHONM CHUCTEMBI  MCHOJB3YIOTCA  JUJIA
OJIOKUPOBKH CMEHHBIX HOCUTENEH ?

Kak y3nars ID ycrporicTta?

O0msacuuTe, uro Takoe VID u PID?

Kakue monuTuku MpUMEHSIIOTCS Ji1 OJIOKMPOBaHUSI YCTPOMCTB, B 4eM
MEXTy HUMHU pa3HuIia?

OOBsICHUTE TEPMUHBI OCJIBIN CIIMCOK M YEPHBIN CIIMCOK YCTPOUCTB.

Uro npencransieT coboi ceTeBasi 0€30MaCHOCTh M TOYEeMY OHa BayKHA JIJIS
WH(OPMAITMOHHBIX CHUCTEM?

Kakne oCHOBHBIC NPUHIUIBI KOH(MUIECHIIUATHLHOCTH, IIEJIOCTHOCTH U
JIOCTYITHOCTH JIAaHHBIX KACAIOTCS CETEBOM 0€30MacCHOCTH?

Urto Takoe ayTeHTH(UKAIMS B CETEBOM 0€30MaCHOCTH M KAaKHE METOJIbI
MOTYT OBITh HCIOJIb30BaHbl [IJIsi TOJATBEPXKICHUSI JISTUTUMHOCTH
MOJIb30BATEIIS?

Kakum o0pa3zom mm@poBaHue MAaHHBIX BIUSET Ha OOecredyeHue
KOH(UIEHIIUAIBHOCTU B CETEBOM O€30MMacCHOCTH?

Kakue BUIbI yrpo3 MOTYT OBITh MPEACTABICHBI B CETEBOM Cpefie, U Kak
KJIACCU(DUIIMPYIOTCS 3TH YTPO3bI?
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Yro Ttakoe artaku mnepexBaTta (sniffing) m kak OHM MOTyT OBITH
IPEeIOTBpAIICHBI B paMKaX CETEBOM 0€30MacHOCTH?

Kakue MeToapl CIoNb3yroTes 17151 00€CIeYeHus IETOCTHOCTH JaHHBIX B
nepeaaye 4yepes CeTh?

Yro mpexacraBmsier coboit ¢uiapTpamms maketoB (packet filtering) B
ceTeBoi 0e30MacHOCTH U Kak oHa paboTtaet?

Kakum obOpazom araku tuma "oTka3 B oOciyxkuBanuu" (DoS) moryt
yIpOXKaTh CETEBOM 0€30MaCHOCTH, U KaK MPEA0TBPATUTH TAKUE aTaKu?
Uto Takoe BupTyanbHas dyactHas ceTh (VPN) um kak oHa MoOXer
o0ecreyuTh 0€30MacHOe COCTMHEHHUE YePEe3 OTKPBITYIO CETh, TAKYIO Kak
Nutepner?

Kak paboraet 6paHIMay?3p B KOHTEKCTE CETEBOM OE30MaCHOCTH U KaKHe
(GyHKIMY OH BBITIOJHSET?

Yro mnpexacraBistor cobor araku "¢ummnHra" (phishing) u kak
MOJIb30BATENIM MOTYT M30eraTh NMOJJaBAThCsl HA TAaKUE aTaKU B CETEBOM
0e3onacHoCTH?

Kakne w™erompl ayTeHTH(UKAUKA MOTYT OBITh HCHOJIB30BaHBI IS
oOecrieueHus: 6€30MacCHOCTH B OECIIPOBOJIHBIX CETAX?

Yro Takoe MHOro(akTopHasi ayTeHTU(UKAIUS U TIOYEMY OHa SIBJIAETCA
BaYKHBIM 2JIEMEHTOM CETEBOI1 Oe30macHoCTH?

Kak cereBbie yCTpONCTBA, TaKKe KaK MaplIpyTU3aTOPbl 1 KOMMYTAaTOPHI,
MOTYT OBITh CKOH(UTYPUPOBAHBI IS MOBBILIEHUS 0€301IaCHOCTU CETH?
Uro Takoe BeO-NIPHIIOKEHUS U KaKue yrpo3bl OHM MOTYT IPEJICTaBIATh
JUTSL ceTEBOM Oe30macHoCTH?

Kakue wmepsl MoOryT OBITh MPEANPUHATH ISl 3alIUThl OT aTak
MexceTeBbIX MPoTokooB (MITM) B ceTeBoit 6e30macHOCTH?

Yro npeacrasisieT coO0M ayTeHTU(DUKALMS 1O CEPTUPUKATAM U KaK OHA
MPUMEHSIETCS B CETEBOM 0€3011aCHOCTH?

Kakum oOpa3oM ceTeBasi 6€30MacHOCTb CBS3aHa C YIIPaBICHUEM ITPABAMHU
JIOCTYIIa U KAKUE POJIU MOTYT ObITh HA3HAYEHBI M10JIH30BATENSAM ?

Yro Takoe ceTeBbl€ YSI3BUMOCTHU M KAKUE METObI UCIOIB3YIOTCS ISl UX
OOHapyXeHUs U YCTPAHEHHS B CETeBOM 0€30MacHOCTH?

Kakue ponu MOryT BBINOJHATH MOOWJIBHBIE YCTPONCTBA B acCIEKTe
CETEeBOI 0€30MaCHOCTH, U KaK OHU MOTYT OBITH 3aIlIUIIEHBI?

Uro Takoe ympaBieHHE CETeBOM OE30MacHOCThIO U Kakue 3a/ladyu
BKJIFOYAIOT B C€0sI MPOLIECCHI yIIPaBICHUs?

Kakum 00pa3zom nmprMeHeHHe MOJIUTHK 0€30MacHOCTH MOXKET YIyUIIUTh
CETEBYIO O€30MaCHOCTh OpPTaHU3AIUHN ?

Uto mpencTaBistoT coOON aTaku Ha YpPOBHE MPUIOKEHUH M KaK OHU
MOTYT OBITh MTPEAOTBPALIEHBI B CETEBOW 0€30MaCHOCTH?

Kakue TexHONOTrMH CceTeBOM OE€30MaCHOCTH HCMOJB3YIOTCS IS
OOHapy>KeHHUsI U MPEAOTBPALIEHUSI BPEAOHOCHBIX MTporpamm?

Yro Takoe "Oenbie ciucku" U "uepHbIe CMUCKU" B CETEBOM O€30MaCHOCTH,
Y KaK OHU MPUMEHSIOTCS K YIPABICHUIO TOCTYIOM?

Hepequb THUIIOBBIX IMPAKTHYCCKHUX SaﬂaHHﬁI
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IlepedeHb TUMIOBBIX MPAKTUYECKUX 3adaHUN

1. BBIOTHUTE KOMIUICKCHBIN aHAIN3 WH)OPMAITHOHHBIX YIPO3 ¥ COCTABBTE PEKOMEH/IAIINH TI0 3aIllUTe
JUTSL CIIETYFOIIUX TPEATIPHUSTHI:

a) noymrpaduiyeckoe IpeAnpUsLTHE ¢ ABYyMs oricaMu v 01HOH 0a3oit

JTAaHHBIX KIIUECHTOB B 00JIaKe;

0) ceTb KOMMEpPYECKUX MEHTPOB U3 20 OTHEICHUH, KOTOPBIC UMEIOT

OJIMH TJIAaBHBIN OQHC;

B) MarasuH 1O Mpojaxe MeOelr, KOTOPbI UMEeT JOCTyN K 0a3e JaHHBIX 3aBOJAa MPOU3BOIUTEIS
Mebenu;

T') CEpBHCHBIH IICHTP TT0 PEMOHTY MOOWMIIBHBIX TEIC(OHOB.

Hcnons3ys nporpammy CheckUDisk ompeaenuts VID, PID durent HakonmTes.

1. 111 mpou3BoJIbHOM porpamMmel (HanpuMep nacbsiae [layk) mpegocTaBbTe AOCTYII K CETH € TOMOIIBIO
Opanamayspa Windows (cM. TeopeTHIeCKHE CBEACHMUS).

2. mporpammsbl Total Commander otkpoiite mopt 3128 1Mo MOMOIIEI0

Opanamayspa (CM. TEOPETUICCKUE CBEICHMUS).

3. 3anpeTurte AOCTYI K CETU MHTEPHET JUIs MPOU3BOIBHON IPOTrpaMMbl

IO TIOMOIIBI0 OpaHIMayaspa u (aiina hosts.

Crioco0 OJOKMPOBKH JOCTYNa K CETH MpOorpaMMaM C TMOMOINBI0 OpaHAaMmyepy YK€ OIHMCaHO B
TEOPETUYECKON YacTH padoThl. BrimonHute 1uist

nacksiaca KochkiHKa (Mw Apyro# mporpaMMBbl) Takue OJIOKHPOBKHL.

B xoHCcomHM ymipaBiieHus co3qaiiTe HOBBIN MIA0I0OH O€30TaCHOCTH C

nmeHeM KoHgurypaius ciyx0, B ONMCAaHWU MA0JIOHA YKOKUTE ONCPAIMOHHYIO CUCTEMY, B KOTOPOM
OyJeT MPUMEHEH 3TOT Ma0JI0H, K COOCTBEHHYIO

(hamunmto.

BrimonanTe aHamn3 0€30IaCHOCTH ¢ TTOMOIIBIO MAa0JI0Ha, KOTOPBIA OBIITH CO3IaH paHee.

(ep]

JlobGaBbTe MOAKIIIOUCHHBIH HAKOIIUTEIb B YePHBIN CIIHCOK.

SammdpyiTe ¢ TOMOIIBIO Marn4eckoro kaapara ceoe DO




